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10 December 1954

MEMORANDUM FOR: Deputy Director (Administration)

SBUBJECT: Special Study Gro curily
scommendations.

" Transmitted herewith are the comments of the
Security Office on the recommendations with respect
to security of the Special Study Group.
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10 December 1554

BECURITY OFFICE COMYENTS ON THE RECORI/ENDATIONS

OF TE SPEcIal STUDT GROUP

1. Elimination, %o the maximum extent practicable, of provisional and
preliminary clearances in the seourity procassing of prespective Agency par-
sonnel, (Action SBecurity)

COMMENT: IS is recognized that it is undesirable to have provisional and
preliwinary clearances, and every means poszible is being used
to discourage and eliminate such clearances, There is noed,
however, for an exception to cover hardship cases, usually in
the clerical category, where the delay in committing a person
to employment might resuli in his loss te the fgency.

25X1A

COMMENT: As & result of recent sindies, certain recommendations huve been
prepared for consideration which relate directly to the field of
sovert personnel security processing. Becessary action will be
taken in the imediate future to implement those recomsendations
which will result in material isprovement along the lines sug-
gusted by the Committes,

3. Immediate completion of full Tield investigalions and polygraph
exapinations of the several hundred Agency psrsonnel vho have not yet been
fully processed. (iction Security)

COMIENT: The statement "several hundred gency personmel who hawve not yel
been fully processed” is not accurate. Al staff personnel lLave
been fully processed, with the exception of sowe lew rilitary per-
scrnel who wers accepted on the basie of ten years satisluctory
previous active service and upon whom fuil field investigations
have not yet been completed by this office. wWith respect to the
palygraph program, ithere remain &t this time only eswen staffl
saployees who have not received a polygraph intorview, —This pro-

greas is considered current,

Le Establishing of uniform and tighter security procedures at lsad-
quarters and suitable safeguards in the field the better to insure the smecuri-
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ty of the Agency's facilities, operations, sour os and smethods. {(Action
Secarity)

LOKVENT: This recommendation is stated in such broad terms that it is
difficult to snswer it sp.cifically without having the berefit
of the information thal the Study Group us-d, upon which they
‘ased this recommencdation, Needless to zay, this I fice is
exerting every elffort to standaydize amd tighten mecurity pro-
cedures and saleguarde loth at Headruarters and :n the field.
Awvong the items bein: jiven particular aitention at the moment
are improvemsnt of the classified waszte procedurce, requiring
olesrances of char ferce personcel, tightening re.uiressnis
and giving special trainin. to the guard force, tishterin. en-
trance requirements of Puhblic uilding Services explcives into
Agency facilities, strenzihening the Top Secret Contred pro-
cedures and msuﬁm;; additicnal electric &larm systexs in
field offices,

S5« Immurance of the closest possible coordination of the counter-
espionage activities of the covert services with the over-all counterintelli-
gence activities of the Offies of Security to prevent, or detect and eliginate,
any peretrations of ToJ.As  (Actior Securaty)

COMRERTS lteps are now eing taken with Lhwe newly desi nated Chief of
Saff C/FI/DRP to effact the closesi possible coordination. This
Office 58 quite eptiwistic in amicipation of effecting a more
satisfactory degree of coordimation hetween the two afficez.

6+ Auwpmentation of the prosent sound policy of polycraphing all new
employces and all personnel returning from overseas assirmments to include
periciia rechecks of &ll personnel, on a more comprehensive basis, whenever
sffective counterintelligense praciices indicate. (Action Security)

CO%TNT: This policy 38 in effect at this tirce, in that all new erployees
and 811 overseas returnces are eing polygraphed, le-polygraphing
is bein; accomplished whenever indicated in the interests of CE or
any other specific interest. It is considered that this program
is adequate and effective in the counterintelligence prosram.

7« Creation of greatsr securi) conscicusncss on the part of all per-

sonnel by isproving indtdal indoctrirution courses and by conductin. regular
"sechrity swareress® prograns. (Sction Lecurity)

COMNEATs  The security indocirimation prosram is yiven constant attention,
The initial security indoctrination lecture has recentiy been
revised and considerably improved. Planning ie now under way to
carry out an igency-wide security re-indocirinétiion by means of
a acvie Tila wiich »ill carry & securii, messa.e fron the [C]

e
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and which will be awgmented by ssourity talks by reprosentatives
of the Sseurity Office and the office conceroud w1l each .roup
being re-~indoctrinated.

8, Iuvesition of oavers penal ities upany explojees Gl &y and all
levele who advertentiy ar imadvertently violate cecurity, (.ostiom Sccurity)

COWVENT: The seowrity regulations specifically concerned with penaltiies
for waeurity viclaticus have peon re-wriiten and are presently p,,4
in the hasis of W Jegulations Seutrol el for putdication. ;.))uﬂu
e penalldes, as 2olioldiehad ia the proposedt rejulations, wre W
sat forth as “alinimuc™ in each cang, &8 opposud teo the former W
regulation which set forth the Peniliien as 4 "Juida.' ile .
though the proposed regulstions do not make the punaltiea any
RoTe 8.VOre, it 1s felt that the estullichment of xdrismu
penaltios will rusult in & wore rigid application of the
penaliies a the board. An igency notioe is in process of
pmmmhim;? warning &ll persomnel that violations of Top Secret
Control procvedures will ie considered as sscurily viclulions.

Je Letablislaent o & uniform system for the sulmission by all overe
mmaﬁimatnguhrmammmshmn:m, physical, docu-
mentary ardl rolaied elements of sscuritye Luoh reports should us subedtted
to Lhe Office of Sscurity wish topits %o tic lospuctor Gemeral and to the

ropriate division of the Loputy Lirector of Plamse ({activn Y401

COMMENT: An informal lrnns,wnt: has hees estabilisied foar tie silmiasion
ol periodic : . yecurity Qificers in the

25X1A - fuBpuclively, Dhene re-

porys are suiadtted throush the appropriste divisions of the
ID/P where coples are ruiained for their Anformation. Xnassuch
&8 the Lopics covered ars exclusively secarity aailers, no ar-
TAngome s aye mikis for muitmitiing coples to Lie Inspestor
weneral. Hewawsy, this Office would autamatically apprise the
Ingpacior Gensral of sy [eaturs disclosed ia sach veparts which
would ve of intersst to him, The Sacurity Of{ise will urge the
Lu/P te Lave 8l wikeicas and staticns sutslt pericdic securily
Feports, including ihose not staffed with full-bime Security
Wiicers, 7Tais Office will supply rorms for guch reporting.
a8 aditional Zecuwrity Officers are AgsiLred W ilaviuns in other
» foieinn areas, ey will Le reguired o sutsit lwports as
mentioaed above, :

10s Periodic s«curily inspecticns by W Sscurity Office of awerseas
missions anc of ID/P's divisions, staffs, and faailiiles in the United
Status, (Action Security)

COERENTS  The Securaty Gifiee concurs in the need for these Anspections,

-Je
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however, action in this regard is extremely dependent upon
recogrition hy the DD/P ard "hiefs of Yissioow of the nved
for such imspections. The Director of Security is now
rlanning an {nspoction trip in January io cover various sis-
sions and siations in the ¥E and IE areas. This Office
intends to pursus the point with the DD/P toward & mutxisd
understanding of ihe need for this service, so thal it m&y
be instituted as a re ular routine practice.

11, FRizdd acherence to the "mead-to-know” requiramnts as the basis
for disserimation of claszifisd intelligence devaloped by the covert
services and for intre-igenc; dissemimation of classified date. (Action
IL/P in eoordination with DD/I)

COMMENTE  The firat feature cited shove concerna the nesd-to~iuow Iev-
quirerent for the disseninaticn of dlassified inteliizence dee-
veloped i the covert services and ig therelore properly the
responeitility of the DUY/P in cooriination with Lw 09/2.

#ith respoet Lo the second festure conceruing AnLpasiency
dissenination of classified data, this Office recently cow-
pleted surveys covering the contrcl and dissemination ef Top
Secret naterial within YA and of classified natarial to sources
ontaide of CIA., & report on the former survey Las seen submitbed
for izplecentation and & report on ibe cutside disssmination is
new in srocess of preparziion,

12, Ceonmtimuous Indooirination and juidance to correct tie watural

ummy)to overclasglly documents originating in the Agency. (Action
Security

25X1A9%a
COMELNTY The CIA olmasification prescribed by Zxeoutive Opder
10501 ané Agency Notice is still in the formative auysi
The newly appeinted CIh Top Secret Conitrol Gfficer is also act

as the CIA Clessification Coniyrel Officer. Ihis Office will giwe
avery assistance 1o the ClA Classification Officer in the in-
docirination and guidance of Cli persconsl ia the-matiar of ape
plying the proper classifications to sensitive fmwrm._

13e Promalgation of dgfinitive standerds and procedules govarning
cover for the guidance of all personael. ihere should be a contirming
of woniloring cover in foreiin imstallations. Pexwenowl departing
for everseas asgignments should he wore adequately Lriefed convernirg ithe
importance of cover gemerally, and in particular their misrion and personal
cover, (iction /i) N

COSIENTT  The Security CIfios has ro coment to offer with resprct to this
miier other than Lo re-esphasise ite readipess and willirngiess

-y
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to aspist the variour camponsnis of the Agency, in coordination '

with FI/Plans/Cover TMvision, in resclving auy cover or related

rroblems throush 1tr investigetive faeilitios and support ace
25X1C tivities or through consultation shere appropriute.

R 25X1A

L
17« Ccacentration af JId's Lsauquariers operdtions in feser buildings

with incresscd szphasis in the interim on igprovesent of the pliysical sestri-

ty o ClA's rmawy bulldings and the classifisd data and materisic contained

therein. {scticm DLAA) :

COMENT: The Securily GIfice concurs in this recascendstion.
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